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Highlights

Locum 360 is a comprehensive and integrated security
alerting, assessment, auditing and administration solution
for ClearPath® MCP Systems.

Locum 360 provides:

o Simplified control and administration of your security
environment

e Sophisticated real-time and retrospective forensic
reporting tools

¢ Improved risk management and fraud detection

e Easier understanding of the ClearPath MCP security
environment for company auditors

¢ Improved productivity of security administration

¢ Reduced financial exposure

Locum 360 Modules

RealTime Monitor: Immediate alerts of security violations

Locum RealTime Monitor is the ClearPath MCP security
dashboard. It allows the security administrator to collect
data from multiple ClearPath MCP systems to one or more
security workstations and allows specific alerts and
criticality settings. Locum RealTime Monitor provides
advanced, real-time monitoring for any defined ClearPath
MCP event, not only those related to security.

Locum RealTime Monitor offers the power and flexibility to
create the monitoring environment that each customer
needs by specifying alert filters and activity codes. Locum
RealTime Monitor gives total monitoring control over
ClearPath MCP systems with tools to keep the
administrator updated on critical events, even when away

from a PC, and a selection of options to display or process
the data.

SafeSurvey: Proactive security assessment and risk
identification

Locum SafeSurvey is a ClearPath MCP system security
assessment and risk identification tool that provides
security administrators and company auditors with a series
of detailed reports that analyze and highlight areas where
systems may be at risk while ensuring compliance with the
defined security policy. Running SafeSurvey regularly
helps to keep you informed of the current status of the
security environment on each system.

SafeSurvey comes as two components: the Host, which
runs on MCP systems, and the Client, which runs in the
Windows® environment. SafeSurvey Client provides a
user-friendly means of scanning MCP systems and
producing reports. The reports are dynamic, easy to read
and allow you to produce graphs and charts.

SafeSurvey is a component of Locum 360, a
comprehensive and integrated security solution.

SecureAudit: Powerful time-saving audit reporting

Locum SecureAudit produces consolidated reports for
MCP systems, thus providing a security reporting solution
for your enterprise. Security reporting is essential to many
jobs and departments, such as security administration and
external auditing. Authorized users can use SecureAudit to
produce specific reports.

Security reports inform you of any activity or condition that
might pose a security threat.

Locum SecureAudit also enables the security administrator
to perform forensic analysis on the system summary to
investigate security events.



SecureAudit accesses the SUMLOG file, which is used by
the MCP to log system activity and produces a
comprehensive set of security reports that are:

¢ Relevant: Each report targets a specific security issue
¢ Nontechnical: Technical jargon is avoided

e Readable: Layouts are clear and easy to use

¢ Concise: Extraneous information is omitted

SecureAudit is a component of Locum 360, a
comprehensive and integrated security solution.

Safe and Secure: Proactive centralized security
administration

Safe and Secure is Locum Software’s highly regarded and
well-established security software for Unisys ClearPath®
MCP hosts and is a component of Locum 360, a
comprehensive and integrated security solution. Safe &
Secure centralizes and simplifies security administration
while offering, through AdminDesk, a wide range of
powerful tools and inquiry facilities. Safe & Secure’s set of
Security Policy Options is designed to be tailored to
comply with the customer’s policy requirements.

All four Locum 360 modules can be licensed together and
activated with a single unique software license key.
Alternatively, each module can be licensed separately and
activated with a license key unique to that module.

Locum 360 benefits

¢ Locum 360 is tailored to meet the unique requirements
of clients who have ClearPath MCP systems; the
resulting security alerting, assessment, auditing and
administration solution can easily be tailored to each
MCP environment and enhances existing MCP security
features

¢ Single-point security administration allowing multiple and
simultaneous administration of MCP systems designed,
engineered and pretested with out-of-the-box
configurable settings, allowing easy integration into an
existing security environment

o Assessment and risk identification tools that provide a
series of detailed reports highlighting areas at risk and
ensuring security policy compliance

19 UNISYS

unisys.com

© 2024 Unisys Corporation. All rights reserved.

e Security monitoring and reporting capabilities quickly
and easily provide the information needed for internal
and external audits, reducing costly preparation time

¢ Auditors can easily identify early trends in the security of
the enterprise system, affording more time to determine
the impact of the trends

o Simplified user administration and management along
with robust authentication using enhanced password
control, validation and aging techniques

o Effective control and reduction of all types of privilege
o Authorization by delegation of system commands
o Local control of site security policy

¢ Improved risk management and reduction of financial
exposure, substantially reducing the time required to
detect attempted security breaches

¢ Simplified retrieval and correlation of security-sensitive
information

Examples

Problem: My organization’s security policy is based on the
Windows model. How do | implement it on a ClearPath
MCP system?

Solution: Locum 360’s Security Policy options add extra
functionality and flexibility to those provided with standard
MCP systems, particularly in areas such as logon control
and password structure and expiration. The customer can
use these policy options to help satisfy the demands of
auditors and regulators.

Problem: My company is subject to the PCI DSS controls.
How do I try to ensure compliance within my MCP
systems?

Solution: Locum 360 addresses many of the requirements
laid down in the standard by providing snapshots of the
appropriate security configurations, together with daily
reports and real-time alerting of security events. Deviations
from the standard, therefore, can be readily identified and
corrected.

For more information on Locum 360, visit
www.unisys.com/clearpath
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